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CONTROL ACCESS.
MANAGE IDENTITIES.
SECURE INFORMATION.
PROTECT PRIVACY.

CYMMETRI

Intelligently handle the problems & challenges of

identities and their accesses in the 215t Century.

Enterprise identities have evolved beyond standard user accounts.

Get a consistent, overarching view of identities inside and outside your organization with
Cymmetri and ensure that only the right people get secured access to the right data or platform
at the right time.
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WORKFORCE IDENTITY MANAGEMENT

Empower people and machines with right
roles, permissions, and governance.

Allow unprecedented interoperability in your
business environment making it highly scalable
and agile.

CONSUMER IDENTITY ACCESS MANAGEMENT

Create a homogenous, single view of your
consumer from across disparate user stores
within your enterprise.

Offer consistent, multi-channel personalization
with risk-score backed, adaptive multi-factor
authentication.

IDENTITY GOVERNANCE

Make user governance governance easy
and efficient by enabling detailed and fully
customizable dashboards for the CEO, CFO
and CIO’s teams as per the needs.

Business Benefits

Central view of all users, groups
and role information.

Automated reporting of users’
access patterns and access
review requests.

Offline multifactor authentication
using the time-based OTP
application.

Workflow engine to automate
processes and reduce manual
workload.

Provide compliance to user
auditing practices using access
governance.

Mitigate excessive access using
automated revocation process.
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KEY FEATURES OF CYMMETRI

el
. Provides Identity Management including n-tier organizational P
structure. USER \ N /
. User management through sources such as LDAP and Active BENEFITS 9

Directory, with synchronization and reconciliation.

. Identity Governance using provisioning, de-provisioning,
certification and recertification of user access.

Use stronger passwords with
multifactor authentication checks.

+  Single Sign On using OpenlID Connect, SAML and custom
Token API for legacy applications.

. Multifactor Authentication through Time-based OTP, SMS
OTP, Email OTP and Push Notifications (via Cymmetri Mobile
Application - currently available on Android).

Experience seamless Integration
with 3rd-party apps.

Streamline and better manage
your workflows

Enhance your user experience
»  Social sign-in with 20+ social identity providers including with customizable Ul

Facebook, Google, Github etc. Easy of management with Self

Service Portal
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. Automatic user creation in Customer Data Platform with
social login provider information (if available).
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Experience better control with
Web Console
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. Consent management using application scopes.
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WHAT CYMMETRI DOES
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Enables users to securely Scales to meet the Manages and unifies the
connect to the datasets, business requirements of complete identity lifecycle of
platforms, and tools they need organizations of any size users across your diverse, hybrid
infrastructure.

FORWHOM ON PREMISE APPS PROTECT
RESOURCES
User Employee ERP APPS Cloud apps APPS Web Services Adaptive
Consumers Partners Salesforce Google Federation Passwordless MFA Context

About Unotech

We are the experts in Identity Management, Business Process Automation, and Digital Transformation.

Registered under the Startup India initiative of Department of Industrial Policy & Promotion (DIPP), Government of
India, we work closely with key corporates, including leading banking & financial institutes and manufacturing
companies, offering Open Source products and services.

We have developed two enterprise technology products - Cymmetri, a flagship product that enables and manages
organizational Unified Digital Identity, and Felicity, a business process automation platform that complements
Cymmetri as its subsystem.
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